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Objective:  The aim of this research is to develop group-based classifications that 
improve the accuracy of intrusion detection. Method: So far, various methods and 
algorithms have been presented for data mining, and in this research, machine learning, 
neural network and optimization of weights with the help of genetic algorithm were 
used. For this purpose, kdd 99 dataset was used for data preprocessing and 
Convolutional Neural Network (CNN) algorithm was evaluated along with SVM and 
KNN algorithms. SVM and KNN algorithms were implemented using R software and 
convolutional neural network algorithm in MATLAB. Results: The results show that 
the use of machine learning and the neural system have acceptable results in intrusion 
detection. However, the weights optimized by the genetic algorithm show higher 
accuracy than the case with the original weights. Novelty: Comparing these results 
with the results of previous studies shows that the speed of convergence is much faster, 
which is one of the advantages of this algorithm. 
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INTRODUCTION 

Internet of Things (IoT) is a new innovation that has emerged as a big new topic in 

recent years [1]. The Internet of Things can be described as a system of interconnected 

objects, mechanical and digital machines, computing devices, and living organisms such 

as animals and humans, which are provided with unique identifiers (UIDs) in order to 

transmit data over a network [1,2]. These operations are usually performed without 

human-computer or human-human interaction [3]. IoT can be used for any device in any 

branch of science or in any situation, for example, implanting a heart monitor for a 

person, lightweight sensors in an animal farm, web-connected sensor that improves 

manufacturing processes, or built-in sensor to inform any and all applications of IoT [4]. 

This technology provides huge business value to organizations and companies in 

fields such as industry, health, agriculture, education and tourism [5]. Thus, it provides 

opportunities for multiple parties (consumers, companies, and governments) to benefit 

from the features and benefits of this technology. However, the majority of IoT devices 

are produced without considering security and privacy [6]. Therefore, according to 

Gartner reports, a large percentage of all devices, i.e. 20 billion devices connected to the 

Internet of Things in 2020, lack sufficient defense mechanisms to protect them against 

security attacks, which has a negative impact on the improvement and evolution of this 

technology [7].  

These examples of network intrusion attacks not only disrupt the availability of 

device functionality, but also involve stealing important information and data about the 

device and the users who use it. Hence, it is necessary to resist these attacks [8], [9]. This 
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creates the need for more intelligent mechanisms to connect and use IoT devices [10]. One 

such mechanism is intrusion detection systems (IDS), which is a software or tool that 

monitors the network to keep it secure and detect any malicious activity that is taking 

place. Next, the system reports and collects these violations using event management 

systems and security information. 

Due to the limitations of computing and infrastructure resources, it is difficult to 

apply traditional security techniques to directly secure IoT devices. Therefore, anomaly-

based detection mechanisms are very important with the growth of IoT environments 

and technology. Big data generation from IoT devices can be useful for machine learning 

algorithms, where they can perform data analysis and provide meaningful predictions 

and interpretations of IoT devices. Therefore, the use of machine learning for the security 

of the Internet of Things system is considered an optimal opportunity to protect them 

from intrusion attacks, especially by identifying any external activity that appears in the 

system. 

Subject literature studies show that the use of machine learning techniques with 

Internet of Things intrusion detection methods has received more attention from 

researchers, however, machine learning itself is classified into different types and studies 

in this field are still evaluating the methods and improving them. Therefore, in line with 

the continuation of this research, in this thesis, it has been tried to measure the use of 

Convolutional Neural Network (CNN) in the security of industrial IoT and its efficiency 

and performance with other machine learning methods. 

 

RESEARCH METHOD 

Related Work in IoT Security 

In an article, Liu investigated the security of deep reinforcement learning for the 

Industrial Internet of Things. In this paper, we first design a DRL-based controller that 

can be deployed on an edge computing server to enable automatic control in the IIoT 

context. We then investigate the malicious behaviors of adversaries with two attacks: (1) 

performance-based attacks that can be launched during the training phase and (b) 

performance-based attacks that can be launched after the training phase to investigate 

the security effects of the vulnerable DRL. Based on adversary controllers, Maximum 

Entropy Inverse Reinforcement Learning (IRL) is used to approximate a reward function 

by observing the trajectories of the system under the control of DRL-based trained 

controllers. The approximate reward function is then used to launch attacks by the 

adversary against the Deep Q Network (DQN)-based controller. Through simulation, 

they evaluated the effects of the two attacks under investigation and found that the 

attacks are increasingly successful by increasing the accuracy of the control model [11]. 

In their paper, Abu Khasal and Khan presented a secure industrial Internet of 

Things (IoT) framework for resource management in smart manufacturing. Computing-

intensive tasks such as security, data analysis, decision-making, and reporting are 

performed in the cloud or fog using a powerful computing infrastructure. IIoT device 

data security is provided by improved implementation of Rivest-Shamir-Adelman (RSA) 
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and hash signatures. The proposed RSA algorithm has a 512-bit prime number. Device 

authentication is done using a hash signature. For long network lifetime, an efficient 

clustering method for sensor devices based on node degree (N), distance from cluster (D), 

residual energy (R) and fitness (NDRF) is proposed. The fitness of the sensor nodes is 

calculated using the Salp Swarming Algorithm (SSA). In order to reduce communication 

latency and overhead for IIoT devices, a resource scheduling using SoftMax Deep Neural 

Network (DNN) is proposed. All requests coming from the cluster head are classified 

using SoftMax-DNN for best resource scheduling based on storage, compute and 

bandwidth requirements. The proposed framework produces superior results, especially 

in terms of energy consumption, delay, and security strength [12]. 

Rozbahani et al also evaluated a snapshot set deep neural network model for attack 

detection in industrial Internet of Things. This paper proposes a machine learning based 

technique to detect cyber attacks on IIoT systems. A Snapshot Ensemble Deep Neural 

Network (SEDNN) is used and various metrics are evaluated including Accuracy, 

precision, recall and F1 score. The proposed model obtained an accuracy of 90.58% for 

detecting cyber attacks. Also, accuracy, recall, and F1 score were 87.42, 93.77, and 90.48%, 

respectively [13]. 

In their article, Magaya et al analyzed the industrial security of the Internet of 

Things with deep learning approaches for smart cities. In this paper, we present the 

concept of IIoT and its applications for smart cities, as well as the security challenges 

facing this emerging field. It then reviews the current deep learning (DL) techniques for 

IIoT in smart cities, which are currently mainly deep reinforcement learning, recurrent 

neural networks, and convolutional neural networks, and relates the advantages and 

disadvantages of these methods. highlights with security [14]. 

In the latest studies, Ting has also investigated the Internet of Things industrial 

intrusion detection system by neural network in the field of Internet of Things to protect 

the security of the privacy law. In this paper, the neural network technology for 

recognizing handwritten characters optimizes and improves the LeNet-5 network, and a 

new LeNet-7 is constructed. In addition, three network technologies are combined and 

an IIoT anti-intrusion detection system is built. System performance is tested and 

confirmed. This model has high data accuracy, detection rate and low false positive rate. 

The generality of the model is validated on high-performance data and compared with 

privacy-aware offloading methods and achieves the best performance. Therefore, this 

system can be applied to protect the security of data privacy law in IIoT[15]. 

Framework of the System 

The evaluation of the use of convolutional neural network in the security of 

industrial Internet of Things can be summarized in several steps, which are: 

1. Selection of suitable data for data mining 

2. Pre-processing section 

3. Presentation and construction of the model 

4. Review and evaluation of the model 

5. Model implementation section 
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6. Analysis and evaluation of results 

7. Go back and start again 

The general flowchart of the research includes three parts: input, processing and 

output. More precisely, it can be said that the inputs are the number of known attacks, 

the training and learning process and the pre-processing of the data, and the output is 

the production of a series of rules and functions that are used to detect attacks. 

A. Dataset Description  

In order to achieve the goals of identification and security in attacks, the following 

general flowchart is presented, which includes various parts of pre-processing and 

training with the help of convolutional neural network. In the following, each part of the 

flowchart is presented in detail along with the implementation details. 

 
Figure 1. Flowchart of the proposed research. 

 

B. Dataset Processing 

In this research, the 99 KDD dataset is used, which contains hundreds of thousands 

of recorded connections. For each individual connection from Tcp/IP, different 

qualitative and quantitative forms were obtained. Each individual series of shapes 

represented an observation that was either natural or in an intrusive state. In the 

following, different forms are described, which were presented in reference [16]. 

 

Table 1. Description of attacks 

Attacks Description 

Denial of Service (Dos) One of the characteristics of this attack is the excessive 
consumption of resources, which causes rejection of 
normal requests to take over resources. 
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Probe (Scanning) In this type of attacks, they are probed to gather 
information or to obtain known vulnerabilities. 

Remote to local (R2L) In this type of attack, which is called R2L, the attacker 
attacks the victim's machine with unauthorized and 
remote access, and begins to use the user's legal account 
to send It connects to the network. 

User to Root (U2R) These attacks are executed on the victim's machine and 
successfully take root. 

 

In this research, in order to achieve the research goals and perform processing on 

the data, MATLAB software has been used. In the fourth chapter, the results obtained 

from the implementation of the algorithm in MATLAB are fully presented. 

 

RESULTS AND DISCUSSION 

Implementation and Results 

Descriptive statistics, inferential statistics, as well as graphs and tables have been 

used to analyze the collected data. In addition, SVM, KNN and convolutional neural 

network algorithms were used with the optimization of weights with the help of genetic 

algorithm to classify and detect the attack, the results of which are also presented here. 

A. Descriptive Statistics of Research Data 

The results obtained in the R software and for the dataset include the median, 

average, standard deviation, minimum value, maximum value and standard deviation 

statistical indicators. The statistical information shows the data and displays all the 

information and characteristics that can be extracted from the data. 

B. Kurtosis Descriptive Statistics 

Kurtosis indicates that these data have a wide tail and a sharp tip. Here, the sharp 

tip of the data means that the data is better and positive, and the data tail is wide. means 

that the values of some data are negative. 

C. Histogram Chart 

By drawing the histogram of a variable, you can see the approximate shape of its 

distribution. In the frequency histogram, the observation of each category is specified. 

This function selects the number of categories automatically. This choice is such that the 

smoothest possible graph is also drawn while preserving partial information. This chart 

shows the frequency or percentage frequency of each of the classes in the form of 

columns. Also, by using the histogram plot and drawing the normal distribution curve, 

we can find out the shape of the distribution (normality, skewness and skewness) of the 

variable in question. 
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Figure 2. Normal distribution histogram 

of data 

 
Figure 3. Barplot diagram 

 

D. Results of KNN Algorithm 

The results of odd numbers (1 to 11) for knn algorithm and 5 attacks are specified 

in the table below. 

 

Table 2. Odd number results from KNN algorithm 

Data Type Normal Probe Dos U2r R2l 

Dataset 1      

k-NN 1: k = 1 80. 85% 96.41% 95.77% 98. 94% 83.62% 
k-NN 2: k = 3 80.84% 95. 45% 97.85% 98.83% 83.62% 
k-NN 3: k = 5 75. 86% 95. 51% 93.50% 98.89% 83.47% 
k-NN 4: k = 7 75. 85% 95. 69% 92.88% 98.88% 82.48% 
k-NN 5: k = 9 75. 85% 95. 44% 92. 73% 98.89% 82. 50% 
k-NN 6: k = 11 76. 88% 96. 74% 93. 67% 99.89% 82.55% 

      
Dataset2      

k-NN 1: k = 1 81.85% 96. 70% 97.81% 98.72% 83.26% 
k-NN 2: k = 3 80.97% 95.95% 97.74% 98.79% 83.28% 
k-NN 3: k = 5 80. 96% 95.80% 97.46% 98.64% 83.24% 
k-NN 4: k = 7 79. 59% 95.85% 96. 69% 98.67% 82. 14% 
k-NN 5: k = 9 79. 66% 95.90% 93. 87% 98.67% 82.23% 
k-NN 6: k = 11 80.80% 96.062% 92.82% 98.62% 82. 19% 

      
Dataset3      

k-NN 1: k = 1 80.96% 96. 72% 97.88% 98.99% 83. 98% 
k-NN 2: k = 3 80.73% 95.83% 97.65% 98.99% 83. 35% 
k-NN 3: k = 5 81. 87% 95.79% 97. 79% 98.99% 83. 47% 
k-NN 4: k = 7 75.87% 95.88% 92.93% 98.99% 82.80% 
k-NN 5: k = 9 75.76% 96. 94% 92. 60% 98.99% 82.74% 
k-NN 6: k = 11 75.90% 96. 70% 92. 80% 98.99% 82. 98% 
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Data Type Normal Probe Dos U2r R2l 
Dataset4      

k-NN 1: k = 1 81567% 96.80% 97.84% 98. 94% 83. 93% 
k-NN 2: k = 3 80.2003% 95.64% 96.28% 98.63% 83.93% 
k-NN 3: k = 5 78.9667% 95.70% 95.35% 98. 93% 83. 74% 
k-NN 4: k = 7 75.7613% 95.76% 92.74% 98. 93% 82.83% 
k-NN 5: k = 9 75.7551% 95.93% 92.50% 98.89% 82.83% 
k-NN 6: k = 11 75.7999% 96. 74% 92. 71% 98.89% 82.81% 

      
Dataset5      

k-NN 1: k = 1 81. 60% 96.86% 97.78% 98. 51% 83. 41% 
k-NN 2: k = 3 76.35% 95.99% 93. 54% 98. 62% 83.37% 
k-NN 3: k = 5 76. 26% 95.70% 93. 68% 98.75% 83. 38% 
k-NN 4: k = 7 76.09% 95.86% 92. 77% 98.60% 82.80% 
k-NN 5: k = 9 76.35% 95.95% 92.63% 98. 84% 82.74% 
k-NN 6: k = 11 76.28% 96.16% 92.61% 98.60% 82.73% 

 

E. Results of Neural Network Training and optimization 

The results obtained from the genetic algorithm for 5 attacks in this research and in 

100 repetitions have been obtained in the following forms. 

 

 
Figure 4. Optimization results for 

Normal attack 

 
Figure 5. Optimization results for DOS 

attack 

 
Figure 6. Optimization results for R2L 

attack 

 
Figure 7. Optimization results for Probe 

attack 
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Figure 8. Optimization results for U2R attack 

 

The following table shows the results obtained from convolutional neural network 

training and optimization of training weights in order to increase accuracy in detecting 

attacks. As you can see, the U2R attack has an excellent result of 99.85. The mentioned 

algorithm has been 96.8% successful in DOS and Probe attacks. But the results for R2L 

and Normal attacks are 85.6 and 83.2 respectively. Which is not great but the results are 

decent. 

 

Table 3. Summary of the results 

Type of attack 
Amount of GA algorithm 

training errors 
Genetic algorithm 

detection percentage 

Normal 16.8 % 83.2 % 
Probe 4.7 % 96.8 % 
Dos 3.2 % 96.8 % 
U2R 0.15 % 99.85 % 
R2L 14.4 % 85.6 % 

 

F. Comparison of SVM, KNN and CNN Algorithms 

SVM, KNN or neural network based algorithms have been used in many articles. 

The important point is that each article is focused on one or a number of attacks, and on 

the other hand, their data or datasets are also different, but the number of data plays a 

very decisive role in education. Therefore, comparing our results with other articles is not 

completely correct due to the wide range of parameters, but in this thesis, in order to 

compare learning algorithms in attack detection, 5 attacks were considered and SVM, 

KNN and Convolutional Neural Network algorithms were used with a single dataset. 

was made so that the comparison of the results is reliable. Therefore, the following table 

shows the results of success in attack detection for all three algorithms. 

 

Table 4. Comparison of the results of all three SVM, KNN and CNN algorithms 

Type of attack SVM KNN 
Convolutional 
neural network 

Normal 76.91 % 81.87 % 83.2 % 
Probe 96.75 % 96.94% 96.8 % 
Dos 99.97 % 97.84 % 96.8 % 
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U2R 84.8 % 98.99 % 99.85 % 
R2L 83.92 % 83.98 % 85.6 % 

  

CONCLUSION 

Fundamental Finding : Today, intrusion detection systems based on data mining 

have been proposed. Identifying patterns in large amounts of data helps us a lot. Data 

mining methods can detect abnormal data by specifying a binary label (normal packet, 

abnormal packet) and also specifying the features and characteristics with classification 

algorithms. Therefore, the accuracy and correctness of intrusion detection systems is 

increased and as a result, network security is increased. There are different methods and 

algorithms for data mining, in this research, machine learning, neural network, and 

optimization of weights with the help of genetic algorithm were used. In machine 

learning, combinations of classifiers, known as ensemble classifiers, often outperform 

individuals. While there are many group approaches, finding the right group 

configuration for a particular data set is difficult. In this research, a new grouping method 

is presented, which uses the generated genetic weights to create a set of classifications 

with better detection of permeability. The obtained results showed that the convolutional 

neural network is more accurate in detecting 5 attacks than SVM and KNN algorithms, 

and it can be used in the security sector of industrial Internet of Things. Implication : The 

findings imply that using genetic algorithm-based optimization of neural network 

weights can significantly enhance the detection accuracy of intrusion detection systems, 

especially when applied to industrial Internet of Things environments. The convolutional 

neural network demonstrated higher accuracy in identifying multiple attack types, 

indicating its potential application in real-time network security monitoring. This result 

suggests that machine learning-based intrusion detection systems can play a crucial role 

in enhancing cybersecurity and protecting industrial infrastructures from cyberattacks. 

Limitation : The data set used is a very complete data set, and in this project, about 

350,000 data were used as training and testing data for the neural network, however, the 

obtained findings were acceptable, but it is suggested that the percentage increase success 

in other studies. More data should be used in neural network training. Although the 

CNN achieved promising accuracy, the study was conducted in a simulation 

environment using the KDD99 dataset, which may not fully reflect the complexity of 

modern industrial IoT traffic patterns. Future Research : According to the findings 

obtained from the proposed design used in this research, it is suggested to use other 

optimization designs in the body of the neural network in future studies in order to 

increase the speed of convergence of the results, as well as the possibility of increasing 

the accuracy of detecting the existence of it. It is also recommended that future studies 

expand the size and diversity of the dataset to improve the generalization ability of the 

model. According to the findings, it seems that this method can be used for the industrial 

Internet of Things, but it needs confirmation and more work. Therefore, it is 

recommended to implement and test it in the form of hardware in the next studies. 
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